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MCO/UNEK 27014 — NMpUHULUNM Ha KOPNOPATUBHO RISK
yrnpasaeHne Ha MHPOpMaLMOHHATa CUTYPHOCT

* MI3rpaxaaHe Ha MHPOPMaLMOHHA CUTYPHOCT, KOATO 06XBaLLa
LLANATa OpraHM3auma — BCUYKM 3BEHA B OpraHmn3aumaATa y4yacTBaT
B YNpaBAeHMETO Ha MHGOPMALIMOHHATA CUTYPHOCT;

* Mpunara puckoso 6a3mMpaH NoaxoA, KOMTO € YacT OT cMcTemaTa
33 yNpaB/ieHNe Ha PUCKA Ha OPraHM3aUMATa;

* Onpeaens UHBECTULLMOHHUTE pelueHuna — pa3paboTea
MHBECTULMOHHA CcTpaTerns 3a MUHPOPMALMOHHA CUTYPHOCT;

* OcurypsBa CbOTBECTBUE C BbTPELLUHU N BbHLIUHU U3UCKBAHUS;
* HacbpyaBa NO3MTUBHA Cpeda U KyATypa Ha CUTYPHOCT;

* OueHABa Ka4yecTBoTO Ha MHPOPMALLMOHHA CUTYPHOCT B
CbOTBECTBME C OPraHM3aLMOHHUTE pe3ynTaTu.




KopnopaTueHO ynpasneHue n RISK =
KubepcurypHocT

CULTURE "=/

Corporate governance FERMA o6e,£|,mH;llsiaagzmin as::;;aumm 3a ynpaBaeHue Ha PUCKa B
o CYbVBI'SBCUI'Ity 20 eBponenckn abprkasu. Te npeactasnasat 61m3o0 5000
= npodecuoHaNHN MEHUAKDBPU HA PUCKA, aKTUBHU B LLMPOK
crnekTbp oT 6usHec cektopm. FERMA aenctBa oT TAXHO ume
Ha eBPONEMNCKO HUBO U Hacbp4aBa npodecunaTa 3a
yrnpas/ieHne Ha pUCKa.

Ponata Ha ECIIA e aa nogobpu

A, KOPNOPaTUBHOTO ynpaB/ieHUe Ypes
S t Hacbp4yaBaHe Ha NpodecnoHanHaTa
5 @" NPaKTUKa Ha BbTpeLleH oauT. YneHose
% M ca 34 HaUMOHANHN UHCTUTYTA 33
Ofvo% @29% BbTPELIEH OAUT OT CTPaHMW,
3G34N0°

npeacrasnasawm 47 000 yneHose.

- - 3 softuni




KopnopaTueHO ynpasneHue u CULTURE
KubepcmrypHocT

OcHoBa 3a pa3paboTBaHETO Ha pamMKaTa 3a KOPMNOPATUBHO
yrnpaBaeHne Ha KNbepcurmpHocTTa ca:

[Mpenopbkn Ha OUCP 3a MopaenbT Ha TPpUTe INHUU Ha
yrpasaeHne Ha unpopoBuUTe 3alWmnTa, NpegoXKeH CbBMECTHO
PUCKOBE 332 UKOHOMUYECKU U oT FERMA un ECIIA npe3 2014

coumnaneH npocnepwutet ot 2015 roguHa.
roauHa.



MpuHUMNM Ha OUCP 3a ynpaeneHne Ha  RISK
LUPopoBUTE PUCKOBE

OTroBOPHOCT — BMUCLLUETO PbKOBOACTBO € OTTOBOPHO 3a onpeaensiHe Ha OTTOBOPHOCTUTE
npu ynpasieHneTo Ha KubeppuckoseTe;

OcBeaOMEHOCT, YMEHUNA N OB/1aCTABaHE — YyClNewHaTa nporpama 34 KVI6epCl/II'ypHOCT
U3NCKBA Mb/IEH daHMAXKMMEHT Ha PBbKOBOACTBOTO U BCUYKU CNYKUTEIN,

OueHKa Ha PUCKa — HA/IMYMETO Ha CUCTEMA 3a YNpaBAeHNEe Ha PUCKa € KPUTUYHO;
Cna3BaHe Ha NPUIOKMMM 3aKOHU N perynauum;

Koonepauusa 6asupaHa Ha 4o6pn KOMYHUKaLUKN U JoBepue B OpPraHn3aumaTa;
[MoKasaTenu 3a curypHocT — TpsAAbBa Aa ca M3bpaHM Ha OCHOBATA Ha aHaNM3a Ha PUCKa
MHoBaUMKM — MHOBaUMKUTE nognomaraT gobpata KWbepcmnrypHocrT;

[MoAroTBEHOCT U MPUEMCTBEHOCT — Bb3MOKHOCTTA OT MHUMAEHTU HE MOXe Aa ce
n3berHe Hanb/IHO U 3a LilenTa opraHu3auumnTe Tpabsa Aa pa3paboTBaT NaaHOBeE 33
TaKMBa CUTyaLUN.



MOIﬂ‘eﬂbT i 4 CULTURE

YMNPABIEHUE HA PUCKA U KOHTPOI

3d LLLMTa \ Moaensvr TpuUTe NMHMW Ha 3aWumTa
. pasrpaHmM4aBa Tpu rpynn  (nau

JIMHWUK), yyacTBaWyM B ePeKTUBHOTO
yrnpaB/eHne Ha puUcka:

* OYyHKUMM, KOUTO ca cobcTBeHMUMU
Ha PUCKOBE U MM ynpaBaABar;

e OyHKUMKM, KouTo  Habnwogasat
PUCKOBETE;

e OyHKUMH, KOUTO ocurypsasaTt
He3aBMCUMa YBEPEHOCT.

@A The Institute of
i Internal Auditors

YnpasuteneH oprad / OAuTEH KOMUTET

Bucwe pbKkosoacTBo

| sl 3
1-Ba 3dlKMTHa TUHKMA 2—[]8 3dUWMTHa TMHKWA 3-1a 3dlLKWTHA NTHUHKMA E §| KaTO I_I_pra n M H Mﬂ Ha 3a LLIIMTa
| S | B onepaTMBHUTE  MEHWIXKbPU  ca
| — | 3 COOCTBEHULUWN  HApUCKOBE U U
S | ] s ynpasasBaT. Te CblLO Ca OTFOBOPHMU
ya— 33 _ MpUiaraHeTo Ha KopUrmMpauim
- | Kavecroo | onvr AencTBmA 33 cnpasaHe C
KOHTpON | — | HegocTaTbUMTE B Mpoueca WU
KOHTPON | — | KOHTPO/.

[NaBeH cny}KUTen no No CUrypHocTTa Ha
UHPopmaumaTa




Board

Governance and oversight of the cyber risk management principles, frameworks and
processes according to the organisation resources and the mandate of the Board

Risk Committee Audit Committee

Presentation of key exposures and risk Overall efficiency
treatment plans incl. investment in and effectiveness
cybersecurity and insurance solutions of cyber controls

3rl
Line of Defence

Cyber Risk Governance Group  [GERGES

chaired by the Risk Manager :::l:::;:h'}]?;

_ . . , of mitigation plan
Mission: Determine cyber risk exposures and establish

appropriate risk treatment and controls H

Composition: one representative per function listed below

Internal audit;

:‘ r‘: independent review
1 t’ ‘i 2 of cyber risk treatment,
Line of Defence Line of Defence controls and

governance
implemented

Risk Manager

Dperations/
Business Units Chief Information
Security Dfficer

Data Protection Officer

Data Human

Management HEH['II.IIETEE

Compliance Officer

Finance Dfficer

JINHUW Ha 3aLlLMNTa U
KOMUTETU

At the junction of

corporate governance
acybersecurity

Nae?”




CTpaTerua u nporpama 3a ynpasnedne RISK
Ha KNbepcuUrypHocTTa

e CTpaTervata 3a KWBEepcUrypHocT onpeaens LeauTe 33
KMOEPCUTYPHOCT, U3UCKBAHMATA KbM XOpa, npouecu w
TEXHONIOTMM 3a VYyMnpaB/ieHue Ha KubeppuckoseTe U
M3NCKBAHMATA KbM OCBLLECTBABAHETO HA HABPEMEHH3
KOMYHUKAUMA MeXKay 3aMHTepecoBaHWTE CTPaHU C L
edeKTMBHA peakuma N Bb3CTaHOBEABAHE OT KMDep aTaku.

* [l[porpamata 3a ynpaBneHue Ha KumbepcurypHocTTa
0bXBalla BCMYKM AEMHOCTV U Pecypcu Ha OpraHmM3aumaTa,
KOUTO OCUTypsBaT VYCAYIM 33 KUOEepCcUrypHocTTa Ha
opraHu3aumunaTa.




PamKa 3a KOpnopaTUBHO yNpaB/ieHUNE Ha 5|LTSU|R(E
KUbepcurypHocCTTa U KyaTypa

INTERNATIONAL ISO/IEC ‘
STANDARD 27014 wnorean conTaaL san

Pritesse
i
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YnpaBUTENIHUAT CbBET U BUCLLETO PHbKOBOACTBO
TpAGBa Aa NONyNApPU3MpPAT KYITYpPa, KOATO NPU3HABA,
ye CNYXKUTENNTE Ha BCUYKM HMBA MMAT BaXKHU
OTrOBOPHOCTM 33 OCUTYPABaHE Ha KMbep yCTOMYNBOCT

N na BOAAT Ypes npumep. m

MeHNAXMBHTBT NpOMOTUPA
NO3UTMBHA KYATYypa Ha
MHGOPMALMOHHA CUTYPHOCT.




[lone3Hn Bpb3KM CULTURE =/ | [

MpeanssuKatencrTsa npes epekTMBHOTO NpUaaraHe Ha NoAMTUKaTa 3a KubepcurypHoct Ha EC

https://www.eca.europa.eu/bg/Pages/Docltem.aspx?did=49416

ISACA cybersecurity definition
https://www.isaca.org/resources/glossary

COBIT 2019 Framework: Introduction and Methodology,

https://www.isaca.org/bookstore/bookstore-cobit 19-digital/wcb19fim

ISO/IEC 27014:2013, Information technology — Security techniques — Governance of information security,

https://www.iso.org/standard/43754.html

At the junction of corporate governance and cybersecurity,

https://www.eciia.eu/wp-content/uploads/2019/02/FERMA-Perspectives-Cyber-risk-governance-09.10.2018 0.pdf

OECD Guidelines for the Security of Information Systems and Networks: Towards a Culture of Security,
http://www.oecd.org/internet/ieconomy/15582260.pdf

TPUTE IMHAN HA 3ALLNTA HA. EPEKTUBHATA CUCTEMA 3A. YIPABTIEHUE HA PUCKA U KOHTPO,

https://na.theiia.org/standards-
guidance/Public%20Documents/PP%20The%20Three%20Lines%200f%20Defense%20in%20Effective%20Risk%20Management%20and%20Control%20Bulg

arian.pdf
Cyber resilience oversight expectations for financial market infrastructures,

https://www.ecb.europa.eu/paym/pdf/cons/cyberresilience/Cyber resilience oversight expectations for financial market infrastructures.pdf
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"There are only two types of companies:

those that have been hacked,
and those that will be.”

Robert Mueller
Bl Director, 2012
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baHkoB Hag30p Ha ELLB: OueHKa Ha

puncka 3a 2019 n 2020r.

SSM Risk Map for 2019

high

Risk impact

low

Reaction to regulation

EA economic and Repricing in Geopolitical uncertainties

fiscal conditions financial markets ®
Real estate markets.\ / Y ® NPL
]
PY L Cybercrime and IT disruptions
Structural business @ o

S
challenges / Low i tes
enviro

Misconduct ®

Non-bank
competition

@ Climate-related risks

Risk probability high

Risk driver impact

SSM Risk Map for 2020

Economic, political and
debt sustainability
challenges in the EA

Easing lendin
g g Business model

standards
® / sustainability
Repricing in financial
P mgrkets —_— ./ Cybercrime and IT
o®e_© deficiencies
— . ~
Misconduct/ML/TF tion risk of NPL

° ®

Reactionto _— . )

regulation Brexit

Global outlook and
geopolitical uncertainties

Climate change-
related risks™

Risk driver probability



RISK §

PUCKBT OT KMBEPCUIYPHOCT € pacTALLO U KAKOYOBO  cULTURE |
npeau3BUKaTe/ICTBO

What is the most critical category of risk facing your organization today?

T €& cMmrnstitute  InfEsecurity’
GROUP

29%

Information/Cybersecurity

Reputation

Financial

Operational

Compliance/Legal

Talent

Technology

Strategic

Political

0% 10% 20%



PUCKBT — AedpnHnUmA

Bb3MoOXHOCTTa [da Bb3HUKHE CbOUTME, KOoeTo [Ja Bb3JencTBa
HebnaronpuaTHO BbPXy MOCTUraHETO Ha LieNnuTe Ha opraHum3auusaTa. B
Ta3n Bpb3Ka:

e OpeaHu3auyusima onpedoersisi SICHU Uesiu, 3a 0a ro3eosiu
udeHmuguyupaHemo U oueHKama Ha puckKoeeme, cebp3aHu ¢ uenume;

e OpeaHu3zayussma udeHmudbuyupa puckoeeme 3a nocmu2aHemo Ha
uesiume 8 uesnus obekm u aHanu3upa pucKkoeeme Kamo OCHoea 3a
oripederisiHe Ha moea Kak mpsibea Oa ce yripasrisieam pucKkogeme;

e OpeaHu3ayusima udeHmuchuyupa u npasu oueHKa Ha MpPpomMeHuUme,
Koumo buxa moasiu 3Ha4umersiHo 0a rnoeriusasam Ha cucmemama 3a
8bMmpeweH KOHMPOosl.



KaKkBO e Knbeppuck?

PUCKDBT 33 KNBEpCUTYpPHOCT e BEPOATHOCTTA OT eKcno3numna uam 3aryba B pesynTat Ha
KnbepaTaka nnm HapyllaBaHe Ha AaHHUTE BbB BallaTa OpraHM3aums;

Knbeppuckbt 0bMKHOBEHO ce onpeaenA Kato m3naraHe Ha Bpeaa wam 3aryba B
pe3y/TaT Ha HapyLWeHUa UaK aTakmu Ha UHGOPMaLMOHHMN cucTeMU. Bbnpeku ToBa, TOBa
onpeaeneHne TpAbea aa ce paswmpu. Mo-pgobpo, no-obxsallallo onpeaeneHune e
,MMOTEHUMANbT Ha 3aryba Mau Bpeaa, cBbp3aHa C TEXHUYECKUTE MHPPACTPYKTYPa Uaun
MN3MON3BaHETO Ha TEXHO/IOTMU B PaMKUTE Ha opraHu3aumaTa”;

PUCKBT € Bb3MOXHOCTTA OT peanmsmpaHe Ha pajeHa 3annaxa U edeKkra OT Hes.
PUCKbT MO OTHOWEHWEe Ha  CUTYpHOCTTa Ha WHPopmaumAaTa Cce CBbp3Ba C
Bb3MOXHOCTTa 3an/siaxuTte Aa M3MNo/A3BaT YA3BUMOCTUTE HA MHPOPMALMOHEH aKTUB,
NPUYNHABANKN Bpeda Ha opraHmM3aLumaTa.



RISK

[lpouUechT Ha YNPaBNEHUE  CULTURE
Ha PUCKa

RISK PERCEPTION

RISK ANALYSIS

RISK MANAGEMENT




PaMKM 3a ynpaB/eHne Ha PUCKa

ISO/IEC 31000:2018

Structured
and
Comprehensive

Integration Principles (clause 4)

Risk Assessment

Risk
Analysis

Improvement

MONITORING & REVIEW

Leadership and
Commitment

COMMUNICATION &

Framework (clause 5)

Process (clause 6)

COSO ERM 2017

v 4

MISSION, VISION

& CORE VALUES

STRATEGY
DEVELOPMENT

A

D

GOVERNANCE
& CULTURE

1. Exercises Board
Risk Oversight

2.Establishes Operating
Structures

3.Defines Desired Culture

4.Demonstrates
Commitment to Core
Values

5. Attracts, Develops and
Retains Capable
Individuals

@

STRATEGY &
OBJECTIVE-SETTING

6. Analyzes Business
Context

7. Defines Risk Appetite

8. Evaluates Alternative
Strategies

9. Formulates Business
Objectives

BUSINESS '

OBJECTIVE
FORMULATION

9

PERFORMANCE

10. Identifies Risk

11. Assesses Severity
of Risk

12. Prioritizes Risks

13. Implements Risk
Responses

14. Develops
Portfolio View

IMPLEMENTATION
& PERFORMANCE

©

REVIEW
& REVISION

15. Assesses Substantial
Change

16. Reviews Risk
and Performance

17. Pursues Improvement
in Enterprise Risk
Management

ENHANCED
VALUE

D

INFORMATION,
COMMUNICATION
& REPORTING
18. Leverages

Information
and Technology

19. Communicates
Risk Information

20.Reports on Risk,
Culture and
Performance




CraHpapTsT 3a ynpasnenme RISK ! /1 ©
Ha pucka -1SO 31000:2018 CULTURE [/ [

* [MpuHUMNUTE faBaT HAaCOKM 3a
e XapPaKTEPUCTUKUTE Ha ePEKTMBHOTO U
ednKaCHO ynpaBaeHUe Ha PUCKa];
* PamKa 3a ynpaBaeHMe Ha pUCKa nognomara
vt OpraHu3aumnATa 3a MHTErpupaHe Ha
ynpaB/ieHNETO Ha PUCKOBETE BbB BaXKHMU

Y NoKasaTtenu n GyHKUMu;
Principles (clause 4)

* [pouecoHT Ha yrnpaBaeHUe Ha PUCKA BK/HOYBA
Improvement

Human and Structured
Cultural and
Factors Value Creation  {UU T T E TS

g CUCTEMATUYHO NPUNAraHe Ha NOJINTUKN,
npouesypu U NPaKTUKKN 33 IeMHOCTUTE MO
06CBbXKAaHe U KOHCYNTUPaAHe, YCTaHOBABaHE Ha
KOHTEKCTa U OLLeHKa, TpeTupaHp, HabaoaeHue,

RECORDING & REPORT npernen, 3anncBaHe n AO0Kn1agBaHE Ha PUCKA.

Design

Leadership and
Commitment

ONSULTATION
MONITORING & REVIEW

COMMUNICATION &

Framework (clause 5) Process (clause 6)




COSO ERM/2017
Ynpas/sieHne Ha pPUCKa B OpraHu3sauuure

A

MISSION, VISION
& CORE VALUES

3

GOVERNANCE

STRATEGY
DEVELOPMENT

BUSINESS .

OBJECTIVE
FORMULATION

Q

IMPLEMENTATION
& PERFORMANCE

©

ENHANCED
VALUE

D

STRATEGY & PERFORMANCE REVIEW INFORMATION,
& CULTURE OBJECTIVE-SETTING & REVISION COMMUNICATION
& REPORTING
1. Exercises Board 6. Analyzes Business 10. Identifies Risk 15. Assesses Substantial 18. Leverages

Risk Oversight

Context

Change

Information

11. Assesses Severity
2.Establishes Operating 7. Defines Risk Appetite of Risk 16. Reviews Risk and Technology
Structures 8. Evaluates Alternative 12. Prioritizes Risks and Performance 9. (é?rlr(lrlmfmlcatgs
3.Defines Desired Culture Strategies 13, impleiments Risk 17. Pursues Improvement isk Information
4.Demonstrates 9. Formulates Business ’ Responses in Enterprise Risk 20.Reports on Risk,
Commitment to Core Objectives Management Culture and
Values 14. Develops Performance

5. Attracts, Develops and
Retains Capable
Individuals

Portfolio View




RISK

Hacokn Ha EBO OTHOCHO ynpaB/ieHNeTo CULTURE
Ha pUCcKa oT KT n cnurypHocCTTa

HacoKkute onpeaenAaT Kak PUHAHCOBUTE UHCTUTYL NN
= TpabBa Aa ynpasnsasat MKT u puckoseTe 3a
CUTYPHOCTTA, Ha KOUTO Ca U3N0XKeHU, 1 Aa NOKpuBaT
= cnegHute obnactu:

* KoprnopaTuBHO ynpaBaeHue u CTpaTEFMFI_

FINAL REPORT * Pamka 3a ynpassieHne Ha pucka ot UKT n curypHocTt

EBA Guidelineson ICT and security risk management

* NHbopMaLUNOHHA CUTYPHOCT
* YnpasneHue Ha KT onepauyunn
* KT npoeKTn n ynpasaeHmne Ha NnpomeHuTe

* YnpaB/aeHne Ha HenpeKbCcHaToOCTTa Ha busHeca



PamKun 3a KubpecurypHocT
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PamKaTa RI S K Y

CULTURE "=/ o

PamKaTta npenocTtasa 0b6La TaKCOHOMUA U
MeXaHW3bM Ha OpraHmMsaumnuTe 3a:

1) [la onuwaT TAXHaTa HacToALLa NO3nLKA
33 KnbepcurypHocT;

2) [la onuwaT TAXHOTO LeneBo CbCToAHUE
33 KMbepcurypHocrT;

3) OnpepenaHe U NPUOPUTU3NPAHE HA
Bb3MOXXHOCTUTE 33 NogobpeHmne B
KOHTEKCTa Ha HenpeKbCHaT M NOBTapALL ce
npouec;

FRAMEWORK

4) OueHKa Ha HanpeabKa KbM LEeneBoTo
CbCTOSIHUE;

5) KomyHMKaumna mexxay BbTPELIHN U
BbHLUHW 3aMHTEPECOBAHM CTPAHN OTHOCHO
PUCKa OT KMbepcurypHocT.



A0pO Ha pamKaTa gleTSURKE _

EnemeHTUTE Ha AAPOTO Ha pamKaTa paboTtaT
3aeHo0, KaKTo c/eaBa:

1) PyHKUMUTE OpPraHM3npaT OCHOBHUTE

AENHOCTU NO KMBEepCcUrypHoCT Ha Han-BMCOKOTO ENTIFY |
MM HUBO;

CATEGORIES SUBCATEGORIES INFORMATIVE REFERENCES

2) Kateropuure ca nogpasgeneHma Ha pyHKUmA proTECT PR

Ha rpynu oT pesyaTaTh OT KNbepcurypHocrT,

CATEGORIES SUBCATEGORIES INFORMATIVE REFERENCES
TACHO CBbP3aHU C NPOrPamMmHUTE HYXKAN U
KOHKPETHU AEeNHOCTW;
3) NoaKaTteropunute A0Nb/HUTENHO Pa3aenaT
efHa KaTeropma Ha KOHKPETHM pe3ynTaTu oT
TEXHUYECKMN 1 / AW yNpaBAEHCKN AeNHOCTH.;
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4) UudopmaumnoHHUTe pedepeHuUum ca
cneunPuUHnN pasaenm Ha CTaHAAPTU, HACOKN U
NPaKTUKKU, YECTO CpeLaHmn cpen KPUTUYHUTE
MHPPACTPYKTYPHU CEKTOPU, KOUTO UAKOCTPUPAT
METO/, 33 NOCTUTaHE Ha pe3ynTaTuTe, CBbP3aHu

C BCAKa NoAKaTeropuA. m




PamKaTa 3a KnbepcurypHoOCT M KyaTypaTa CULTURE .=

* [leTTe OCHOBHWU OCHOBHU (QYHKLMU
TpabBa na ce N3MNbAHABAT
eAHOBPEMEHHO M HEMNPEeKbCHaTo, 3a
Aa popmumpaTt onepatuBHA KyAnTypa,
KOATO Aa Ce crnpaBu C AMHAMUYHUA
PUCK 33 KMbepcurypHocrT.

* YnpaBaeHMeTo Ha PUCKA Ha
KnbepcurypHocCT e 4yacT oT
OpraHU3aUuMOHHATA KyaTypa UM e
pesyntaT OT  OCBEAOMEHOCT 33
npeauLHn eMHOCTH 7
HenpekbcHaTa MHPOPMUPAHOCT 3a
NENHOCTUTE B CUCTEMUTE N MPEKUTE
Ha opraHm3aumata. OpraHu3aumnATa
MOXe 6bp30 U ePeKTMBHO Aa B3eme
npeasna NPOMEHUTE B UEANTe Ha
6busHeca / mucmATa B HauMHa Mo
KOWTO TpeTupa PUCKa N OCbLLECTBABA
KOMYHMKaLUMA 33 pUCKa.

FRAMEWORK
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ISO/IEC 27001

Information technology — Security techniques
— Information security management systems
— Requirements

(MHdopmaumnoHHn TexHonornn. Metoam 3a
curypHoct. Cncrtemu 3a ynpasrieHne Ha
CUrypHoCTTa Ha MHpopmMauuaTa. ManckesaHns)




RISK

ISO/IEC 27001Cuctemu 3a ynpassaeHume CULTURE
Ha CUTYPHOCTTA Ha MHPOPMALMATA

KoHTeKcT Ha opraHu3auuarta. OpraHmsaymsaTta pa3bupa n B3ema npegsua CBOATa BbHLHA U BbPeELLHA cpeaa,
OYaKBaHUATA N MHTEPECUTE HA 3aUHTEPeCcOoBaHUTE CTPaHN U AeduHMpPa 0bxBaTa Ha cUCTemaTa 3a
MHPOPMALMOHHA CUTYPHOCT;

JinpepcrBo. BucweTto pbKOBOACTBO AEMOHCTPUPA NMAEPCTBO M aHFAa*KUPAHOCT MO OTHOLLEHWE Ha CMCTEMATA 3a
yrnpaBAeHUE Ha CUTYPHOCTTa Ha MHPOpMaLMATa, pa3paboTBa NOAUTMKM 32 UHPOPMALIMOHHA CUTYPHOCT U
onpenena CbOTBETHUTE POAM N OTTOBOPHOCTM B OPraHU3aUmnATa;

MnaHupaHe. OpraHnsaumaTa NaaHMpa AencTBUA 3a Aa afpecmpa PUCKOBETE U Bb3MOXKHOCTUTE U pa3paboTea
Lenuv 3a UHPOPMaLMOHHA CUTYPHOCT M N1AHOBE 33 MOCTUFAHETO UM;

OcbuiecTsaBa noaabpXKKa. OpraHMsaymATa onpeaensa n ocuryasa HeobxoanmmTe pecypcu, KOMNeTeEHUUN U
HMBO Ha OCBEAOMEHOCT Ha C/IYKUTE/IUTE, KOMYHUKALMU U AOKYMEHTUPAHE 33 Cb34aBaHETO, BHEAPABAHETO,
NoAAbpPrKAaHETO U HENPEKBCHATOTO Noao0bpsBaHe Ha CUCTEMaTa 3a YNnpaB/ieHMe Ha CUIYPHOCTTA Ha
MHGopMaLnATa;

Onepauuu. OpraHn3aumsaTa OCbLLECTBABA AEMHOCTTA CU NOCPEACTBOM OMEPATUBHO N/IaHUPAHE U KOHTPO,
OLEHKA U TPETUpPaHE Ha PUCKA 33 CUTYPHOCT HAa MHPOpPMaLUATa;

OueHABaHe Ha PaboTHUTE XapaKTepucTUKKU. OpraHmn3aumsaTa oLeHAaBa pe3ynTaTuTe NocpeacTBOM MOHUTOPUHT,
N3MepBaHe, aHaNN3, OLUEHSBAHE U OAMT Ha PAabOOTHUTE XapPaKTEPUCTUKM HA CUTYPHOCTTA Ha MHPOPMaALMATA U
edMKaACHOCTTa Ha cMcTemMaTa 3a yNpaB/IEHUE Ha CUTYPHOCTTa Ha MHPOPMaLMATa;

NopobpasaHe. OpraHnsaumnaTa TpabBa HeNpPeKbcHaTO Aa NoA0bpPABa aKTya/HOCTTa, a4eKBaTHOCTTa U
epuKacHOCTTa Ha cMCTeMaTa 3a ynpaBaeHne Ha CUrypHOCTTa Ha MHbopMaLMATa NOCPEATBOM KOPUrMpaLLy
NEeNCTBUA NPU HECHOTBETCTBME N YPE3 HEMPEKBCHATO YCbBbPLLUEHCTBAHE.



Haa30pHM 04akBaHMA 3a Ha KMbep RISK A 2
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YCTOM4YMBOCTTA Ha MHPPACTPYKTYPUTE Ha

PUHAHCOBUTE Na3apu

Learning and evolving

Identification




RISK .
[lone3Hn Bpb3KM CULTURE =/ | [

ISO 31000:2018 Risk management — Guidelines

https://www.iso.org/obp/ui/#iso:std:is0:31000:ed-2:vl:en

2017 Enterprise Risk Management — Integrated Framework

https://www.coso.org/Pages/default.aspx
https://www.coso.org/Documents/2017-COSO-ERM-Integrating-with-Strategy-and-Performance-Executive-Summary.pdf
NIST Cybersecurity Framework Version 1.1

https://www.nist.gov/cyberframework/framework

SP 800-53 Rev. 4, Security and Privacy Controls for Federal Information Systems and Organizations
https://csrc.nist.gov/publications/detail/sp/800-53/rev-4/final

ISO/IEC 27001, Information technology — Security techniques — Information security management systems — Requirements
https://www.iso.org/isoiec-27001-information-security.html

Cyber resilience oversight expectations for financial market infrastructures,
https://www.ecb.europa.eu/paym/pdf/cons/cyberresilience/Cyber resilience oversight expectations for financial market i
nfrastructures.pdf

Managing cyber risk in a digital age
https://www.coso.org/Documents/COSO-Deloitte-Managing-Cyber-Risk-in-a-Digital-Age.pdf

COBIT 2019 Framework: Introduction and Methodology,

https://www.isaca.org/bookstore/bookstore-cobit 19-digital/wcb19fim

Implementing the NIST Cybersecurity Framework Using COBIT 2019,

https://www.isaca.org/bookstore/bookstore-cobit 19-digital/wcb19nist m
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Kak pabotu KyntypaTa CULTURE

KyntypaTta KaTto Habop ot 6a30BM AonyckaHusa (LeHHOCTU, NpUeTH 3a
NAAEeHOCT) onpeaena 3a Hac Ha KakBo Aa obpbllame BHUMAHUE, KaKBO TO
O3HayaBa, KaK Ja pearMpame Ha TOBa, KOETO Ce CNy4YBa WU KaKBU AeNCTBMA Aa
npeanupemame B pasIM4yHUTE CUMTyaumu.

LLEHHOCTMTE onpeaenat BCM4KN aClnekKTu Ha HallnAa KMBOT: HalllaTa
MOpPaJZiHa npeueHKa, HawnTe pakuymm CnpaAMo Apyrnute, Hatlata
dHIMAXUPaAHOCT KbM JINHHU N OPraHN3AUNOHHW Le/iN. LLeHHOCTMTEZ

e JlaBaT HAaCOKM 3a AENCTBUA — Te HANPABNABAT HALLUTE pPeLLUeHMA, KaKBO Aa NPaBUM U
KaKBO HE;

* OBnacTABaT — KOraTo LHEHHOCTUTE Ca ACHU, HAMA HYXX 44 OT YKAa3aHUA OT
BUCLWLECTOALWLNTE KAKBO A4 NMPaBUM,

* MoTuBMpaT — KapaT HU Aa ce poKycMpame BbpXy TOBaA 3aLLL0 NPaBUM, TOBA, KOETO
NPaBUM U KbM LLEJINTE, KbM KOUTO CE CTPEMUM.



Pa3xopgure 3a CULTURE
KubepcurypHocr npes 2019

Security Spending

LRt pas3xo4Au 3@ MNPOAYKTU U
' YCAYrn 33 MHPOPMALMOHHA
curypHocTt ca 124 mmnnunapaa
aonapa npes 2019 .

— e diienind  Cnopen Gartner cBeTOBHUTE

https://www.gartner.com/en/newsroom/press-releases/2018-08-15-gartner-
forecasts-worldwide-information-security-spending-to-exceed-124-billion-in-2019
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NMpuuMHaTa — YoBeLLKa RISK
rpeLuKa

Q‘_D SECURITY IN DEPTH

;‘ﬁg’;ﬁg;‘cuﬁm_ ¢ 70% OT M3TUYAHMATA Ha AAHHM
Bt EEa e  npe3 2019 roguHa ca NPUYUHEHMN

OT YOBELLKA rpeLUKa




RISK

CULTURE =/

The reality of todays cyber security culture

Technology should not be guiding your people your
people should be guiding your technology decisions.




RISK

CULTURE

[1pOCT TeCcT — Aa/1v BalleTo NMbTyBaHe 33 YNpaBaeHue

Had RY/Z1ITYPAdTAd HA KI/I6ep CUTYPHOCTTA €.

1. HenpekbcHaT Npouec Ha obyvyeHne, BrpageH B
HAa4YMHA, NO KOUTO ce NpaBu bnsHec?

2.  OTHacA ce 3a LEHHOCTUTE U NOBEeAEHMNETO,
CBbP3aHU C KnbepcmrypHocTtra?

3. E B cboTBECTBME CbC CTPATErnAaATa 3a

KnbepcmrypHocT?



[lpouec
(MeTadoparta Ha rpaamnHaTa)




KaKbB npouec?

DEVELOP THE STRATEGY

Define mission, vision, and
values

Deming’s Plan-Do-Check-Act Cycle

Conduct strategic analysis

Formulate strategy

Change Management Process

Start z 2 TRANSLATE Strategic : IEE ANOAD A
o Request for Change 4 Act 1.Plan - L B, o THE STRATEGY
i . 3 . . i Strategy m -
o Identify post-mortem o Define desired Cbtoetivss and thernos R e ae| i ”
Balancad !
“lessons learned” outcomes Select measures scorecard siics Conduct strategy
. . and targets StratEx correlation analysis
o |mplement corrective 1.Plan « Develop policies & oot strategio Examing amorging
Review / Reporting e e Impact Analysis and preventive procedures iniiativas stratogias
actions « |dentify potential )
. resuits
solutions _ _ .
2 3 PLAN Olpsralinu = 4 INITOR
\ = OPERATIONS plan b AND LEARN
3.Check Improve key processes ::Zr;:[n:rds Hold strategy reviews
 Audit and measure 2. Do 2.Do ::e:::::: z::m Proforma  periormance | Hold operational revicws
Implement Change O e Approve / Deny processes & technology « Create structure o PaLs metrics

o Establish systems

9 « Conduct training

» Conduct gap analysis
» Draw conclusions

Execute processes
and initiatives

|

Single loop learning: improve
understanding by considering results

Double loop learning: improve
by revisiti




LleHHOCTK M noBeAgeHue RISK' &
(meTadoparta 3a ancbepra)
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LleHHOCTK 1 noBeaeHue CULTURE lmi A 9

o Behaviour

https://www.valuescentre.com/barrett-model/
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CboTBecTBMe CbC CTPaTermAaTa 3a
KnbepcurypHocr

(MeTtadoparta 3a ABPBOTO)




KynTypaTta usakaa crtparterma 3a CULTURE =/~
3dKYCKa
RynTypa
CvoTBeTCcTBME
HUCKO BMCOKO CbC
Supportive

cnaba



AKO MMa noHe eaAuH OTrosop
c ,,He", uma npobanem c
vnpaB/ieHMETO Ha KyATypaTa
Ha KNbepcurypHocr.



—

—

CULTURE "=l o

[1M3anH Ha KynTypaTa Ha KnbepcurypHocCT




[1M3anH Ha Ky/ATypaTa Ha RISK! /[

—

knbepcurypHoct —D° noaxoaa CULTURE L/ L
-______
ynpasiaeHNeETo Ha

KnubepcurypHoctta (KakBu ca

(1)

aptedaKTUTe  Ha HawaTa
KyATypa 3a KMbepcurypHocT)
N 3alo’?

Kak pga ocblyectBum Discover
(n3rpagnm) uenesata
KyATypa 33 >
KMBEpPCUrypHoOCT 1 [aa A (2) Design
HanpaBum npoueca
HENPEeKbCHAT?

KakBa e HawaTa uenesa
KyATypa 3a KubepcurypHocTt?
KakBo TpabBa pa npaBum u

3aWwo’? 9 SoftUni




[1n3aMH Ha KyATypaTa Ha CULTURE |/ "\
KnbepcurypHoct —D3 noaxoaa

q KakBso npasmm npu

Kak pga ocbliectsnm ynpasneHneTo Ha
(u3rpagmm) uUenesaTa / (1) KnbepcurypHocTTa?
KYNTYPa 33 Deliver Discover 1. AHaNM3 Ha KOHTEeKCTa

: 2. Kakso npasum npu

KNbepcurypHoct u Aa YNpaBAeHHeTo g

HaMpaBum npoueca KnbepcurypHoctta (KakBu ca

HEeNpPeKbCHaT? apTedakTUTe Ha KynTypaTa Ha

(2) Design

KnbepcurypHocTtTa)?

3. 3awWwo npaBum HewaTta, KOUTO
KakBa e HawaTa uenesa
5 npaBMm (KakBM ca Hawwute
KYNTypa 3a KNOEepCUrypHocCT: LLEHHOCTH y NHAGOKN
KakBo TpabBa Aa npaBum U npeanonoxeHus)?
3awWwo? 4. KakBM ca OpraHu3aumoHHUTE

ycnosma? m



v RISK' |/ =
I1n3anH Ha KYyNTypaTa Ha cunsfma LML

KnbepcurypHoct —D3 noaxoaa

KakBo npaBMm npu ynpaBJeHUETO Ha
KnbepcurypHocTtta (KakBu ca apTtedakTute
Ha HalwaTa KyaTypa 3a KnMbepcurypHocT) u
3aLo?

Kak f4Oa ocCblecTBUM

(M3rpagmm)  uenesata ] (1) 1) KaKkBa e ueneBata KyaTypa 3a
KyNnTypa 3d Discover KnbepcurypHocr?
KnbepcurypHocT 1 Aa 2) KaKksu ca npaBuaHUTE
Hanpasnm npouecd nosegeHus nNpu ynpas/ieHue
HEenpPeKbCHAT? PADESED Ha  KubepcurypHoctta u
KaKBMU LLeHHOCTH n
npeanosoXKeHUa oCcTaBaT 3a4
TAX?
3) KakBu ca Heobxogumwure

opraHnM3aumMoHH S
3 softuni




[1M3anH Ha Ky/ATypaTa Ha
KnbepcurypHoct —D3 noaxoaa

Kak paa oCblecTBUM
(n3rpagmm) LuesneBaTa
KYNTYpa 33
KnbepcurypHocT ?

1) KaKBU UHCTPYMEHTH
Aa wu3nonssame, 3a
Aa NPUNOKUM
npeasuaeHaTa
KYATYypa 3a
KnubepcurypHocrt?

2) Kak pa nnaHuparte
AEeNHOCTU

3) KaKk pa pasnpegenmm
pecypcu

(1)

Deliver Discover

(2) Design

RISK' /=

CULTURE "= o
KaKBo npaBum npu
ynpaBaeHUeTo Ha

KnbepcmrypHocTtTa (KakBM ca
aptedakKTUTe Ha  Halwara
KynTypa 3a KubepcurypHocT)
n 3aLo?

KakBa e HawaTa uenes.a
KyATypa 3a KubepcurypHocr?
KakeBo TpAbBa pa npaBum WU

3awo?



D3 pesyntatute CULTURE

D3 PaboTunHMUATa Nnomara Ha eKunuTe ga pasbupat no-gobpe puckosete U Aga onpeaenart
LLeHHOCTU U NnoBeAeHne CBbP3aHU C pUcKa. ToBa nogobpsBa KoNeKTMBHaTa CNocobHOCT Ha
eKkumna ga naeHtTudumumpa, obcbxKaa U pearmpa Ha HacToALMUTE U bbaeLlnTe Kubep-prucKkose
Ha eKuna.

CEMVIHap'bT cé OCHOBaBa Ha XO/MNCTHNUYEH NOoAaxoAa, KOMTO CbyeTaBa ynpasiaeHmne Ha prUCKa “
OpraHN3aunMoOHHAa KYy/1ITypa U NoOMalra Ha eKnrnuTe Aa M,EI,EHTM(I)VILI,VIpaT 7 pa36epaT:

e C KaKsu PUCKOBE Ce cONbCKBA EKUNBT B exeagHeBHUTE Cn |EI,el\/JIHOCTl/I N KaKBa € BPb3KaTad Ha
PUCROBETE C uennte n 3agaumnte Ha ekKnna,

e [loBegeHMe 1 B3aMMOAENCTBME HA Y1EHOBETE Ha eKMMna Nno OTHOLLEeHME Ha PUCKOBETE.
e EKMNBT cnoaena LeHHOCTU U NpeanosioXKeHns 334, noBeAeHUeTo

e KaK Ja OTKpMEM CTUMYAMU NPENATCTBUA 3a KYATypa Ha PUCKa 1 Aa onpeaenmm UeHHOCTH
M NOBeAEeHME, KOMTO LLLe 3aCMNAT KanauMTeTa Ha ekmna 3a ynpaB/IEHNE Ha PUCKOBETe

e Kak na ce pa3paboTaT npakTUKK, KOUTO NpuaaraT U 3acunBaT 34paBOC/IOBHA PV



bnharonapa 3a BHUMaHUeTO!

CBeTtno3ap KapaHewes ce 3aHMMaBa C
OLUEeHKa pUCKoBeTe N ePeKTUBHOCTTA Ha
KOpPNOPaTUBHUTE 7 YNPaBAEHCKM
CUCTEMWU, HA KPUTUYHM OU3HEC W«
onepaTtuBHM npouecu n pyHKumnn. ima
Haa 25 roaguMHu onut B cdepaTta Ha
pUcKa U puHaHcuTe. CboCcHOBATEN € HaA
JTabopatopusa no pwuck Kyatypa (Risk
Culture Lab).

svetlozar.karaneshev@gmail.com

https://www.linkedin.com/in/svetlozar-karaneshev-59158713/
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